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Abstract—The Internet of Things (IoT) has become a vital
part of our daily lives, enabling interconnectedness between
various devices and systems. As the amount of data generated
by IoT devices and systems continues to increase immensely,
privacy and security concerns have emerged as a significant
challenge for researchers and enterprises. Although we are aware
of how much data IoT devices will generate per day, there is
a lack of knowledge of how the collected data will be used.
The privacy risks associated with data collection raise individual
concerns in the IoT ecosystem. For instance, when sensitive
personal information is exposed due to weak security practices,
it can result in identity theft, financial fraud, or other types
of cybercrime. The misuse of IoT devices also puts someone
susceptible to physical risks, such as a compromised medical
device leading to health complications. In this paper, we introduce
the definition of the next-gen IoT Ecosystem and its relations
to Big Data as well as investigate privacy and security risks
associated with IoT ecosystems, identify the gaps in current
privacy and security practices, and present technical solutions
to tackle these problems. We aim to identify challenges and raise
awareness about developing secure and privacy-preserving IoT
systems in the era of Big Data.

Index Terms—IoT, big data, privacy-enhanced technologies

I. INTRODUCTION

The rise of IoT has led to the emergence of new applications
and services, ranging from smart devices to a network of
connected autonomous vehicles, from smart cities to industrial
automation. These systems rely heavily on the ability to collect
and analyze data from a large number of devices, generating
massive amounts of data in the process [27]. The challenge
now is to develop systems that can manage, process, and
extract meaningful insights from this data while ensuring
privacy, security, and compliance with regulations.

A prominent risk associated with the collection and use of
data in IoT ecosystems is the potential for privacy violations.
The data collected by IoT devices can reveal sensitive infor-
mation about individuals, including their location, activities,
and preferences [16]. This information can be used to build
detailed profiles of individuals, which can be exploited for
commercial or malicious purposes [20]. In addition, the inter-
connected nature of IoT systems can create new vulnerabilities
and attack surfaces, increasing the risk of cyber-attacks and
data breaches [42, 32, 21, 30, 13, 2].
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To address these risks, regulations and standards have
been developed to govern the collection, use, and sharing
of data in IoT ecosystems. For example, the General Data
Protection Regulation (GDPR) in Europe requires companies
to obtain explicit consent from individuals before collecting
and using their data, and to provide them with the right
to access, correct, and delete their data [31, 40]. Similar
regulations have been implemented in other countries and
regions, including the United States (HIPAA, CCPA) and Asia
(such as Protection of Personal Data (Decree) or Decree No.
13/2023/ND of Vietnam'). Despite these regulations, there are
still significant challenges in ensuring privacy and security
in IoT ecosystems. For example, Douzis et al. [15] stated
that the sheer volume and variety of data generated by IoT
devices can make it difficult to identify and manage sensitive
information. In addition, according to Koeh et al. [23], the lack
of standardization and interoperability among IoT devices and
platforms can create fragmentation and complexity, making
it harder to enforce regulations and best practices. Besides
the privacy regulations, the scientific community has proposed
several technological solutions such as edge computing, access
control, data anonymization, and privacy-enhancing technolo-
gies [44, 9, 35, 39]. However, these solutions have their
limitations. Edge computing requires careful data management
as these data are raw data generated from users or devices,
which could potentially lead to data breaches [17]. Access
control may not be effective in a heterogeneous network
where devices come from different administrative domains
[28]. Data anonymization techniques may not be sufficient to
protect sensitive data from de-anonymization attacks [28]. Ad-
ditionally, privacy-enhancing technologies might not provide
sufficient data protection and can cause data distortion [36].
Thus, further research is needed to develop more robust and
efficient solutions to address privacy and trust issues in the
IoT.

A. Paper Organization

The remainder of this paper is structured as follows: In
Section II, we discuss the history and concept of next-gen IoT
ecosystems & Big Data and an overview of their communica-
tion methods. Section III and IV discuss the privacy and trust
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issues of IoT devices in big data era, efforts to tackle these
problems, and the drawbacks of these efforts. In Section V,
we present the gaps in existing privacy and security practices.
The conclusion and future directions are in Section VI.

II. BACKGROUND AND RELATED WORKS
A. The next-gen loT ecosystems

The concept of IoT can be traced back to the early days
of the internet, where it was initially used for machine-
to-machine (M2M) communication. In the early 2000s, the
introduction of wireless sensor networks (WSNs) enabled the
development of the first IoT applications, such as smart homes
and environmental monitoring systems. However, it was not
until the late 2000s when the term “Internet of Things” was
coined by Kevin Ashton, and the technology began to gain
significant attention [31].

The IoT has grown rapidly in recent years, paving the
way for next-generation ecosystems. These ecosystems are
a complex web of smart devices, services, and platforms
that use IoT technologies to improve the lives of individuals,
organizations, and society.

Next-gen IoT ecosystems are built upon a foundation of
advanced technologies, including edge computing, artificial
intelligence, machine learning, and big data analytics. These
technologies enable the creation of more sophisticated and in-
telligent systems that can process and analyze vast amounts of
data in real-time, providing insights and actionable information
to users and stakeholders.

A key feature of next-gen IoT ecosystems is their ability
to seamlessly integrate and interoperate with other systems,
devices, and platforms, both within and outside of their
respective domains. This is achieved through the use of open
standards, protocols, and APIs, which facilitate data sharing,
collaboration, and interoperability across different sectors.

Another important aspect of next-gen IoT ecosystems is
their focus on privacy, security, and trust. With the proliferation
of connected devices and the growing threat of cyber attacks
and data breaches, it is critical to ensure that IoT systems are

50000

40000
Number of Devices

Overcame Number of People
30000

20000

First loT Worm and

10000 attack detected

Number of Devices (in Million)

0
2000 2005 2010 2015 2020

Year

The term "loT"was coined

Fig. 1. Timeline of IoTs Evolution [31]

designed and implemented in a way that protects the privacy
and security of users’ data and devices.

To address these challenges, next-gen IoT ecosystems lever-
age a range of privacy-enhancing technologies (PETSs), such
as encryption, access control, and secure communication
protocols. Additionally, these ecosystems often incorporate
distributed ledger technologies, such as blockchain, which
can provide a secure and tamper-proof way of storing and
managing IoT data and transactions.

B. Typical Architecture of loT Ecosystems

The architecture of an IoT ecosystem refers to the de-
sign of the system, including its components, structure, and
communication mechanisms. It plays a critical role in the
performance and efficiency of the system, especially when it
comes to handling large amounts of data generated by IoT
devices. The typical components include devices, gateways,
cloud platforms, and applications [19] described in Table I
and Figure 2.

C. Relation between next-gen loT ecosystems and Big Data

The next-generation Internet of Things (IoT) ecosystem is
expected to generate massive amounts of data from sensors,
mobile devices, and wearables. Big data technologies are
needed to process, analyze, and gain insights from IoT data
due to its increasing volume, velocity, and variety. Real-
time decision-making, predictive analytics, and personalized
services can transform businesses, industries, and societies
when big data and IoT are combined. [40].

Smart health solutions like remote monitoring and wear-
able technology are revolutionizing patient care in healthcare
thanks to IoT and big data [33]. Smart cities use IoT and
big data to improve traffic flow, energy efficiency, and public
safety. Smart factories that automate and optimize production
processes are being introduced by IoT 4.0, also known as
Industry 4.0 [34].

Big data analytics can enable predictive maintenance and
real-time monitoring in next-generation IoT ecosystems. Pre-
dictive maintenance uses machine learning algorithms to pre-
dict equipment failures and avoid costly downtime. Real-
time monitoring can alert users to critical events like natural
disasters and security breaches.

IoT and big data present many opportunities for innovation
and growth, but also pose significant privacy and security risks.
IoT devices generate and share massive amounts of personal
data, raising concerns about their misuse and exploitation [10].

D. Related Works

Several works have been proposed in the literature to
provide comprehensive reviews of Internet of Things (IoTs)
and their privacy & trust related issues. The following related
works section highlights the key findings of each journal and
their contributions to the field of IoT privacy.

In [11], Curzon et al. review PETSs, privacy risks and
mitigation strategies in smart city. The authors stress the
importance of PETs in smart cities to meet regulatory and
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social expectations. This paper provides a broad overview of
privacy-enhancing smart city technologies; however, it lacks
sufficient detail on each technology. Furthermore, the authors

neglect to assess the effectiveness of each technology.

Cha et al. assess IoT PET development and legal and
privacy compliance [8]. The authors categorize 120 primary
studies from 2014 to 2017 by privacy protection functions
and coverage. They assess PET development in various fields
and suggest future research. Since most studies are still in the
proof of concept phase, more PET research should focus on
holistic privacy preservation.

Li and Palanisamy [25] analyze how legal principles can
be supported through a careful implementation of PETs at
various layers of a layered IoT architecture model to meet
the privacy requirements of individuals interacting with IoT
systems. One of the limitations of the work is the lack
of broad understanding of the state-of-the-art principles in
privacy legislation associated with the design of relevant PETs
and how privacy legislation maps to privacy principles which
in turn drives the design of necessary PETs to be employed
in the IoT architecture stack.

In another study, Wright provides a review of current



TABLE I

OVERVIEW OF 10T ECOSYSTEM ARCHITECTURE COMPONENTS

| Components | Description | Pros | Cons | Adoption Level |
Devices IoT devices are the physical objects | Cost-effective and scalable; Device- | Devices with limited processing High
that collect and transmit data, such | specific customization; local pro- | power and storage; Needs frequent
as sensors, cameras, and wearables cessing and real-time data collection | maintenance and firmware updates;
Interoperability issues between de-
vice architectures
Gateway Gateways refer to intermediaries be- | Enables efficient data preprocessing | Adds complexity and cost to the Moderate
tween IoT devices and the cloud | and filtering at the edge; Enhances | system; Requires careful manage-
infrastructure, providing additional | data security and protocol transla- | ment of the gateway infrastructure;
processing power and connectivity | tion; Supports offline operation and | Potential single point of failure
capabilities local analytics
Cloud platforms | The cloud infrastructure provides | Provides scalable data storage and | Data transmission through net- High
storage, computing, and analytical | processing infrastructure, central- | works; Data privacy and security
capabilities and is responsible for | ized management, and advanced an- | concerns; Real-time latency issues
processing and analyzing the data | alytics; Allows collaboration and in-
generated by IoT devices tegration with other cloud services
Applications Applications are the software pro- | Application logic and user inter- | Complexity in developing and Varied
grams that utilize the data generated | face flexibility; Multiple deploy- | maintaining the application
by IoT devices and provide value to | ment models and seamless integra- | infrastructure; Potential scalability
end-users tion; Remotely controls IoT devices | issues for high-demand apps;
Network connectivity dependence

progress for privacy support in IoT Blockchains [44]. The
author explores the motivations for IoT architectures to incor-
porate Blockchain capabilities and address privacy concerns.
They analyze currently available technological tools for en-
hancing and measuring privacy and highlight the need for
further enhancement for consumer use. However, the paper
focuses specifically on privacy in IoT Blockchains and it does
not cover other potential privacy enhancing technologies for
IoT.

III. PRIVACY AND TRUST ISSUES IN BiG DATA ERA

The rapid growth of the IoT ecosystem and the massive
amounts of data collected have raised significant concerns
about privacy and trust. In this section, we summarize recent
emerging privacy and security risks associated with the IoT.

A. Privacy risks and concerns for users

The exponential expansion of the IoT ecosystem and the
colossal volumes of data being gathered have sparked con-
siderable concerns regarding privacy and trust. IoT devices,
such as smart home devices, wearable devices, and health
monitoring devices, collect sensitive information about users,
such as their location, health information, and daily routines.
This data can be used to identify individuals and reveal their
habits, preferences, and behaviors.

Moreover, the potential for data breaches and unauthorized
access to personal data is a significant concern. IoT devices
are often connected to the internet, making them vulnerable to
hacking attempts and cyber-attacks. A data breach can have
severe consequences, including identity theft, financial loss,
and reputational damage.

Another issue related to privacy concerns is the lack of
transparency in data collection and usage. Many users are
unaware of the type and amount of data collected by IoT

devices and how it is being used [7]. This lack of transparency
makes it challenging for users to make informed decisions
about their privacy and control the use of their data.

B. Security risks and threats to data

The collection and processing of vast amounts of data by
IoT devices creates significant security risks. IoT devices are
often resource-constrained and have limited computing power,
which makes them vulnerable to attacks such as denial-of-
service (DoS) attacks [3], malware infections, or VSI-DDoS
attacks [41]. Furthermore, IoT devices are often connected to
other devices and networks, making them a potential entry
point for attackers to gain access to the entire network.
A compromised [oT device can lead to significant security
breaches and data loss [24].

Another security issue related to IoT is the lack of standard-
ization in security protocols and technologies. The diversity
of IoT devices and their communication protocols makes it
challenging to establish a unified security framework that can
provide adequate protection against attacks [4].

IV. CURRENT PRIVACY AND SECURITY PRACTICES IN IOT

The rapidly growing IoT ecosystem has led to the emer-
gence of several privacy and security concerns. In response,
many governments and organizations have developed policies
and regulations aimed at protecting user data privacy and
ensuring secure data transmission.

A. Data privacy policies and regulations

To protect personal data from IoT data misuse, data privacy
policies and regulations have been created. The Federal Trade
Commission (FTC) in the US has guidelines for IoT device
manufacturers to ensure reasonable security and consumer
data protection. IoT data is subject to the EU’s General



Data Protection Regulation (GDPR). Companies must obtain
explicit consent from users before collecting or processing
their data, allow users to request access to their data, and delete
user data upon request under the GDPR [31, 40].

Japan’s Act on the Protection of Personal Information and
China’s Cybersecurity Law are example of IoT data privacy
laws in other countries. In addition to legal frameworks,
industry standards like ISO 27001 and the NIST Cybersecu-
rity Framework help companies create effective data privacy
policies.

Due to IoT development’s rapid pace and threats’ constant
evolution, these policies and regulations may be insufficient.
Researchers argue that regulatory bodies have been slow to
adapt to these changes and that more proactive measures are
needed to address emerging privacy risks in IoT [37].

B. Technological Solutions

As the IoT continues to grow and evolve, various technolog-
ical solutions have been proposed to address the privacy and
security challenges that arise with the collection and use of
large amounts of personal data. This section will discuss some
of the key technological solutions that are being developed
to address these issues. Table II introduces the discussion,
methodology, and key findings of notable IoTs and PETs
(Privacy-enhancing Technologies) studies.

1) Data Anonymization: Data anonymization protects pri-
vacy by modifying or removing personally identifiable infor-
mation (PII). It involves transforming data so it can no longer
be linked to a specific person [12]. Masking, perturbation,
and generalization are common data anonymization methods.
Masking removes or replaces data identifiers like names,
social security numbers, and phone numbers. A pseudonym or
random number can replace a name, for instance. Perturbation
adds noise or changes data values to make it harder to identify
individuals. Generalization reduces data granularity, such as
grouping zip codes into regions or ages into age ranges.

2) Access Control: 10T security requires access control.
It prevents security breaches and ensures system resources
and services comply with security policies. Edge computing
devices over heterogeneous networks cannot directly apply
cloud access control policies. Smart things are expected to
share their resources, computational power, and administrative
domains. Thus, an access control policy should limit network
connection, resource access, and service consumption.

Implementing a role-based access control (RBAC) model
can improve access control. User roles with specific privileges
and restrictions can be assigned to users or devices based on
their needs and functions using this model [12]. IoT devices
can be restricted to feeding data collectors only the data needed
for a specific service or application, while data collectors can
authenticate users and devices as legitimate data owners. An
RBAC model makes it easier to enforce access control policies
across administrative domains and keep the system secure.

3) Blockchain: Blockchain can solve IoT data transparency
and user control issues. Blockchain-based decentralized plat-
forms allow users to control data access and use. Blockchain

lets users view and track their data usage, increasing trans-
parency and accountability [1].

Blockchain technology can also address data aggregation
and sharing privacy concerns. Smart contracts, self-executing
contracts with the terms of the agreement between multiple
stakeholders written directly into code, can govern data-
sharing agreements. Smart contracts can ensure that data is
shared only according to pre-agreed terms, can enforce data
minimization and pseudonymization, as well as pre-agreed
data sharing terms [14].

Decentralized identity solutions are another way Blockchain
can improve user control and transparency. Blockchain-based
decentralized identity systems give users more control over
their personal data and who can access it. This can prevent the
unauthorized collection and use of personal data and provide
users with greater transparency over who has access to their
data and for what purposes [14].

4) Privacy-enhancing Technologies: Privacy-enhancing
technologies (PETs) ensure fundamental data protection
principles are met in a system [8]. These technologies
empower individuals, reduce personal data usage, and secure
data. Privacy-by-design incorporates a set of principles into
system development to address privacy concerns and comply
with data protection laws. Federated Learning, Differential
Privacy, and Pseudonymization are popular IoT PETs.

o Federated Learning: Federated learning allows multiple
parties to collaboratively train a machine learning model
without sharing data. Send the model to each party and
have them train it locally on their data. The parties then
send their updated models to a central server, where
they are combined to create a more accurate model [43].
The formula for federated learning can be expressed as
follows:

SRS

w* = argmin,, Z By yinr, [L(w,zi )] (1)

i=1
Here, w is the model parameters, n is the number of
parties, P; is the probability distribution of the data at
party ¢, L is the loss function, and E' denotes the expected
value. The goal of federated learning is to find the optimal
model parameters w* that minimize the average loss over
all parties [26].

« Differential Privacy: Differential privacy is a technique
that allows data to be analyzed while preserving the
privacy of individuals in the dataset. Before processing by
algorithms, random noise is added to the data to make it
difficult to infer the presence or absence of any particular
individual [29]. The formula for differential privacy can
be expressed as follows:

Pr[M (Dy) € S]<e Pr[M (D) € S|+ (2

Here, M is the analysis function, D; and D, are two
datasets that differ by at most one individual, S is the
output space, € is the privacy budget, and § is the
probability of the output deviating from the true value



TABLE 11

DISCUSSION OF NOTABLE I0TS & PETS RESEARCH

Key Findings

Identifying issues like device boot-strapping, key man-
agement, authorization, privacy, and message fragmen-
tation, emphasizing the need for standardized solutions
to enable secure and interoperable IoT deployments

IoT devices generate massive amounts of data, making
it difficult to identify and manage sensitive information

The proposed protocols encrypted (FHE) or computed
shares on a randomly generated polynomial (secure
MPC) smart meter reading data and performed hi-
erarchical aggregation without revealing the actual
readings

The multi-agent visualization system simplifies Fed-
erated Learning by explaining input and output pro-
cesses

Blockchain-federated learning enhances the security
and privacy of trained parameters, protecting user data

Research Year Methodology
“Securing the Internet of | 2014 In-depth review of IoT communication security solu-
Things: A  Standardization tions, focusing on standard CoAP security protocols
Perspective” [23] and standardization efforts to adapt and enhance
DTLS for IoT applications
“Modular and generic IoT | 2018 A Future Internet cloud service with a flexible API
management on the cloud” for managing devices, users, and permissions and on-
[15] the-fly data collection from IoT devices
“Privacy-preserving protocols | 2018 Proposing new protocols for fully homomorphic en-
for secure and reliable data ag- cryption (FHE) and secure multiparty computation
gregation in IoT-enabled Smart (secure MPC) in wireless mesh Smart Grid Ad-
Metering systems” [38] vanced Metering Infrastructure (AMI) networks
“Multi-Agent Visualization for | 2019 The proposed multi-agent visualization system visu-
Explaining Federated Learn- alizes Federated Learning’s coordination and mech-
ing” [43] anism
“Blockchain and Federated | 2020 A deep reinforcement learning algorithm optimizes
Learning for 5G Beyond” [26] resource sharing in a privacy-preserving scheme for
beyond 5G networks by integrating Blockchain with
federated learning

by more than a certain amount. The goal of differential
privacy is to ensure that the output of the analysis function
is indistinguishable whether a particular individual is
present in the dataset or not.

o Pseudonymization: Pseudonymization is a technique that
replaces identifying information with pseudonyms, or
fake names, to protect the privacy of individuals in a
dataset [6]. The formula for pseudonymization can be
expressed as follows:

P = f(Dy) 3)

Here, D; is the data of individual ¢, f is a pseudonymiza-
tion function, and P; is the pseudonymized data. The goal
of pseudonymization is to make it difficult to identify
individuals in the dataset, while still allowing the data to
be analyzed.

V. GAPS IN EXISTING PRIVACY AND SECURITY PRACTICES
A. Lack of standardization in loT security

IoT security standardization is one of the biggest gaps in
privacy and security. With so many devices, applications, and
communication protocols, it’s hard to set security standards
for all IoT systems. The lack of standardization in the IoT
ecosystem makes it easier for malicious actors to exploit
security vulnerabilities.

To address this issue, many organizations have developed
their own security guidelines and best practices, such as the
IoT Security Foundation, the Industrial Internet Consortium,
and the Open Connectivity Foundation [22, 5, 18]. However,
these guidelines are not universally adopted, and there is still a
need for a more comprehensive and standardized approach to
IoT security. Regulators and policymakers who must ensure
IoT devices and systems comply with privacy and security
regulations also struggle with standardization. Developing
effective regulatory frameworks that can keep up with the
rapidly changing IoT landscape is difficult without clear and
consistent standards [37].

B. Privacy issues in data sharing and aggregation

Data sharing and aggregation is another IoT privacy and
security problem. IoT devices capture massive volumes of
user data, raising concerns regarding data sharing and access
[7]. Especially when data is transferred between businesses or
third-party service providers.

Data aggregation, which combines and analyzes data from
many sources, can also compromise privacy. Data points can
show an individual’s behavior, preferences, and routines even
if they are not recognizable [38].

Stronger IoT data collecting, sharing, and use regula-
tions are needed to address these concerns. This includes
explicit criteria for organization-to-organization data sharing
agreements and technical means to anonymize or de-identify
data before sharing or aggregating.

C. The need for user control over data

The lack of user data control in IoT privacy and security
practices is a major issue. Many IoT devices and systems
collect data without telling users what it is, how it is used, and
who has access to it. User trust is eroded and privacy risks are
increased by this lack of transparency [7]. To fix this, IoT data
must be more transparent and user-controlled. This includes
clear and concise privacy policies, consent management tools,
and the ability to delete or modify data.

IoT device and system supply chains must also be more
transparent and accountable. This includes clear information
about the security and data protection measures in place to
protect IoT devices and systems from cyber threats and user
privacy.

VI. CONCLUSION & FUTURE DIRECTIONS

In conclusion, this paper has discussed the emerging privacy
and trust issues in the context of IoTs and demonstrated
the negative impact that these issues can have on users’
privacy and trust. The paper has highlighted the importance



of addressing these issues through technical measures such
as privacy-enhancing technologies, access control, and data
anonymization. However, the paper also acknowledges that
there are gaps in existing privacy and security practices, and
that there is a lack of standardization in IoT security. To
address these challenges, it is recommended that more research
be focused on developing secure and privacy-preserving mech-
anisms while developing IoT systems and communications.
This is particularly important in the context of the big data era,
where vast amounts of data are being collected and analyzed.
By developing robust privacy and security practices, the IoT
industry can increase public acceptance and confidence in
using these technologies, leading to the growth and innovation
of the IoT ecosystem.
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